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Innovation and Significance

Privacy-Preserving Medical Data Warehouse System 
Supporting Secure Data Mining

FHIR (Fast Healthcare Interoperability Resources)

• Trend of Medical Data Cloudization
• Global trends in healthcare development: Smart healthcare, precision medicine, and remote care
• Cross-Platform Medical data: webpages, Apps, healthcare information systems, wearable devices

Protection of Medical Data Privacy with Encryption
• Compliance with Regulations
• General Data Protection Regulation (GDPR)
• Health Insurance Portability and Accountability Act (HIPAA)
• Health Information Technology for Economic and Clinical Health (HITECH) Act

Preventing Insider Attacks and Public Cloud Snooping

• Research and technology primarily focused on mitigating external threats.
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System Architecture
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Output and Results
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• SABHE: Searchable Attribute-Based Homomorphic Encryption
• ABHPRE: Attribute-Based Homomorphic Proxy Re-Encryption
• PPFHIR: Privacy Preserving Fast Healthcare Interoperability 

Resources
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The PPFHIR API is available for any healthcare
institutions and stakeholders who have adopted the
FHIR standard. It seamlessly integrates its current
systems with the PPFHIR system, facilitating secure
cloud-based medical data storage.
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SABHE 

Mechanism
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Introduction to Research and Development Technologies 
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【Implementation Guide】
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Hospitals were limited to training their models within their
respective institutions, which posed challenges to collaboration
among multiple medical institutions.

Federated learning addressed this problem,
which enables collaboration among multiple
medical institutions and provides additional
features such as contribution verification.

PPFL Platform
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Through the PPFHIR API 
to Encrypt Data
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User Interface Encrypted Medical Records in the Public Cloud 11
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World's First Secure Cloud Access for FHIR Medical Data Enabled by Functional Encryption 
Technology

First in Taiwan to publish a standard document on FHIR implementation guidelines with 
privacy protection mechanisms (IG)

Secure medical data exchange system based on PPFHIR 

Privacy-Preserving Federal learning is achieved.

PPFHIR integrates encryption, ciphertext search, homomorphic computing, and access control 
through the SABHE (Searchable Attribute-Based Homomorphic Encryption) mechanism.

Source: https://www.ithome.com.tw/news/151994

PPFHIR compatible with existing FHIR systems

Official Announcement of Taiwan's Regulations for 
Cloud-Based Electronic Medical Records

(Medical AI, Information Security, Telemedicine)

Highlights and Breakthroughs
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Highlights and Breakthroughs
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2023 FutureTech Award 20th National Innovation AwardThe Brightest 
Achievement 
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Ministry of Health and Welfare Kaohsiung Veterans General Hospital

First year
Technology promotion, and 

cooperation

Second Year
Cooperation

First year
Technology promotion, and 

cooperation

Second Year
Cooperation

Project team meeting with 
Ministry of Health and Welfare 
Information Office. 

Study on the possibility of introducing 
PPFHIR technology into the “Risk 
Alert Platform” of the Ministry of 
Health and Welfare for information 
security recommendations.

Strategic alliance agreement 
between National Sun Yat-sen 
University and Kaohsiung 
Veterans General Hospital.

PPFL Analysis of Pre- and Intra-
operative Data.
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Industry-Government-Academia Cooperation
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Thank You!
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